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Quantum light generated in non-degenerate squeezers has many applications such as sub-shot-
noise transmission measurements to maximise the information extracted by one photon or quantum
illumination to increase the probability in target detection. However, any application thus far fails
to consider the thermal characteristics of one half of the bipartite down-converted photon state
often used in these experiments. We show here that a maximally mixed state, normally viewed as
nuisance, can indeed be used to extract information about the position of an object while at the

same time providing efficient camouflaging against other thermal or background light.

I. INTRODUCTION

Successfully harnessing the properties of quantum
states of light has become one of the greatest promises of
quantum optics to revolutionise computation [IH3], sens-
ing [], imaging [5] and metrology [6]. This promise has
been realised for many applications in metrology [7, ],
sensing [9], and partially for computation [10]. However,
all applications to date fail to realise any quantum ad-
vantage when, as in every realistic system, loss and back-
ground are introduced.

It was realised in the early 90’s that the energy-time
correlations of pair photon sources could be used to estab-
lish optical communication [T1] and rangefinding [12] (LI-
DAR) in high background situations. These early works
exploited the time correlations of photon pairs allow-
ing heralding of sent photons, thus suppressing uncorre-
lated background and outperforming weak coherent state
pulses when adjusted to equivalent levels of sent pho-
tons per pulse, an advantage recently quantified in [I3].
However, the time correlations of photon pairs are purely
classical and any scheme using them to gain an advan-
tage can be implemented just as efficiently with classical
pulsed light sources. Additionally, this approach is lim-
ited to a maximum of one photon per heralded time gate,
constraining these approaches to low loss (< —50dB)
scenarios not typically encountered.

This advantage was again highlighted by Lloyd in 2008,
who extended this to a theoretical framework where light
entangled over n modes is used to illuminate a target [14].
This entangled quantum illumination promised suppres-
sion of false detection probabilities by a factor of n even
if loss is present in the system. Later, this prediction
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of quantum illumination was softened when comparing
the performance of entangled photons to coherent [I5],
non-Gaussian [I6] and Gaussian [I7] states. With the
latter work proving that quantum illumination can never
achieve an advantage bigger than 6 dB [I8]. While detec-
tors achieving 3 dB advantage can be implemented with
relative ease [19, [20] a detector achieving the full advan-
tage of quantum illumination is presented in [21], 22] but
remains technically challenging.

Of course the simple advantage of using multiple en-
tangled modes immediately helps with high loss scenar-
ios as now each mode can contain one heralded photon.
However, even with hundreds of modes, source brightness
is limited to the sub-microwatt region. Classical pulsed
sources with thousands (or millions) of photons per pulse
thus easily outperform quantum illumination in most sce-
narios and being single-moded, narrowband filtering can
be used to reduce background. Hence the use of (multi-
moded) entangled sources (quantum illumination) needs
to be motivated by means other than enhanced signal-
to-noise ratios (SNRs) or increased contrasts.

For LIDAR this justification can be found in the ap-
plication of covert ranging or quantum rangefinding. In
our protocol, entanglement is not used to improve the
SNR compared to single-moded illumination schemes.
However, one half of a bipartite entangled or two-mode
squeezed state is always in a maximally mixed state, in-
distinguishable from the state of a single mode of ther-
mal background radiation. The thermal photon statistics
produced by one half of a two-mode squeezed state are a
well known result in quantum optics [23] 24] which has
also been confirmed experimentally [25, [26]. For com-
pleteness we provide a derivation in the supplementary
material.

If a single spatial mode of spectrally multi-moded back-
ground can be replaced with one half of a state produced
in spontaneous parametric down-conversion (SPDC), ef-
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ficient camouflaging can be achieved, if the occupied
spectral modes are identical to the ones replaced. Of
course, if the spectral density is not matched perfectly
with the background light from the region surrounding
the rangefinder, a target can detect the probing beam
by comparing the spectral properties with neighbouring
spatial modes. Nevertheless, a broadband SPDC source
will still perform much better than typically used pulsed
lasers with lower spectral bandwidths. We quantify the
minimum error probability of distinguishing the probing
beam of our rangefinder from neighbouring modes for dif-
ferent spectral overlaps in the supplementary material.

Such a broadband state can be tailored using quasi-
phase matching [27H29] in non-linear crystals such as pe-
riodically poled potassium titanyl phosphate (ppKTP).
Careful engineering of the poling structure of these crys-
tals can be used to emulate identical spectral and photon
statistical behaviour as a single spatial mode from ther-
mal background radiation emitted from the surround-
ings. This means that a single spectral mode (K = 1,
with mode number K') will show the exact photon statis-
tics of a single mode of a truly thermal source in terms
of their second order correlation function ¢(®). Similarly,
K > 1 spectral modes show the same behaviour as ther-
mal background light

@(0) = 14 ~
gv0) =1+ % (1)
A proof of this behaviour is given in [30]. Unfortunately,
this effect also prohibits us from directly demonstrating
the thermal statistics of our probing beam experimen-
tally. Since our protocol probes the target with spec-
tral mode number K > 1 narrowband spectral filtering
would be needed, which in turn would greatly diminish
any signal from our broadband state.

Using a spectrally broadband state for illumination
would typically result in high background pollution of
the signal, because a wider bandwidth of background has
to be accepted by the detectors. Here the energy anti-
correlation between signal and idler photons can be har-
nessed to achieve background suppression (see figure [1f).
If the locally kept photon is probed with respect to its
colour, conservation of energy can be used to predict the
colour of its partner, if the frequency of the pump beam
is known

hwp == hws + hwia (2)

where hwy, s ;3 denotes the energy of pump, signal and
idler photons, respectively. Using this fundamental prin-
ciple in SPDC the background rate can be effectively
filtered by categorising photons and their partner into
n colour/frequency channels and only accepting events
that are constrained by energy conservation.

II. NON-LINEAR CRYSTAL DESIGN

Quasi phase-matching allows tailoring of the spectral
properties of down-converted photons through implemen-
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FIG. 1. Schematic of a quantum rangefinder. The photon
pairs produced in a continuous wave (CW) pumped ppKTP
crystal are used to estimate the range to a target. While one
photon of the pair is kept locally, the other is sent towards
the target. The time difference of the two photons can be
used to estimate the distance since the idler photon is delayed
by the time of flight to the target and back. The inverse
energy correlation between signal and idler photons can be
used to reduce background rates. The frequency bin of the
idler photon can be predicted by measuring the frequency of
the signal photon in n channels.
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FIG. 2. Resulting joint spectral intensity of a crystal designed
with our specialised software. The custom poling of the crys-
tal, comprising a linear chirp from A = 9pm to A = 13 pm,
results in a phase-matching condition allowing for broadband
photons between 700 nm and 950 nm for both, signal and idler.

tation of special poling periods A, engineered for specific
applications. This makes quasi phase-matching and the
non-linear processes using it an extremely powerful tool
for quantum optics. Engineering a poling period to emu-
late the behaviour of thermal background light, as is nec-
essary for efficient camouflaging, is a non-trivial task that
involves sophisticated poling structures with different pe-
riods. For this purpose we developed a specialised soft-
ware tool capable of predicting joint spectral amplitudes
(JSAs) of signal and idler photons from arbitrary poling
structures. Similar tools were developed by [28] B1].

Figure [2| shows the simulation of a poling structure



designed with our software. Introducing a chirp in the
poling period A from 9pm to 13pm allows broadband
type-1I phase-matching which generates photons between
700nm and 950nm wavelength from a 405nm pump
laser. These parameters where chosen since high power
lasers at 405nm are ubiquitously available while the
longest down-converted wavelength of 950 nm is still de-
tectable with off-the-shelf silicon avalanche photo diodes
(APDs). However, the non-linear material would allow
for spectrally broader photons.

III. CLASSICAL SIGNAL-TO-NOISE RATIO
MODEL

While the “quantum advantage” in [14] was found by
comparing the quantum Chernoff bound [32] of a bi-
partite state entangled over n modes with the state of
a single photon. We want to show here that we can infer
a similar advantage by simple estimations of background
and coincidence rates as well as attenuation (optical gain
@ < 1) in the quantum channel of our rangefinder. This
is still true when applying a linear detection scheme,
where correlations between n frequency channels of signal
and idler modes are considered.

Our model sets out to estimate the resulting number of
coincident photon pairs .S in a time-correlated histogram
with bin width At after an integration time 7". All the co-
incidences stemming from signal and idler modes occur in
one time bin corresponding to the distance of the target.
Hence, the time correlated histogram of photon events
corresponds directly to a RADAR/LIDAR waveform in
classical systems. We compare S to the number of ac-
cidental coincidences N appearing in such a histogram.
Events contributing to N can be from a variety of dif-
ferent sources. Besides background light our model also
considers detector dark counts and imperfect heralding
of single photons. Table [] shows the different combina-
tions of detector events that are considered in our model
and how they are denoted throughout this article. The
signal-to-noise ratio (SNR) is then defined by the ratio
of the number of photons in the LIDAR waveform’s co-
incidence peaks over the standard deviation of the noise
and signal contributions combined

S
SNR = —2 3
VSN )

where N comprises all noise terms from table[l] and Pois-
sonian statistics are assumed due to the discrete nature
of photon counting. For a full definition of all noise and
signal terms please refer to the supplementary material.

Importantly, it is possible to categorise the noise terms
into three different categories. A first category N, (4) in-
cludes all noise terms that are constant with the number
of frequency channels n. It comprises all combinations of
background light and dark counts from table[l] A second
category N, (M), which is proportional to the number of
frequency channels n, only considers dark counts in both

arms. Lastly, the category N; (e) is inversely propor-
tional to the number of channels. Since this category con-
tains all combinations of background and unpaired single
photons it is typically the largest contribution to the SNR
and thereby guarantees the advantage from using the fre-
quency correlations inherent to the down-conversion pro-
cess. Our overall SNR model can thus be written as

SNR = S . (4)

S+ Netn Ny +1 0N,

From equation the advantage gained by higher chan-
nel numbers is immediately visible and is true while
et

This behaviour can also be observed in figure [3] where
our model is plotted for (a) different attenuations and (b)
different background rates. A clear advantage is gained
by adding more channels while an effect of “diminishing
returns” becomes apparent with increasing channel num-
bers: The increase of SNR between n = 1 and n = 5 is
similar to the one between n = 25 and n = 125 reaching
the optimal value at n = nqpe. Typical numbers for nqps
are > 10k and occurs when the dark count rate of the
detectors surpasses the background rate per channel. As
with temporal correlations [13], this advantage is purely
due to classical frequency correlations and could instead
be implemented using a fast tunable laser. However, the
frequency correlations enable an additional advantage to
the time correlations. Early experimental realisations of
quantum illumination used spatial correlations present
in the characteristic cone-shaped emission pattern from
angle-phase matched SPDC sources [9], which of course
can also be emulated by classical physics.

1 < Nopt, With optimal channel number ngpe =

IV. EXPERIMENTAL VERIFICATION

The predictions made by our model are using Pois-
sonian statistics only. Thus, quantum mechanics is not
needed to explain the advantage of increased SNR; this
advantage can be achieved by classical correlations. How-
ever, quantum mechanics guarantees the covertness of
the rangefinder.

Any practical implementation of our protocol will suf-
fer from technical imperfections causing additional noise
in the system. To prove the technical feasibility of our
protocol, we here demonstrate it in a lab experiment.

A. Experiment Setup

To verify our model for quantum rangefinding, we de-
vised an experiment that can, at the same time, exam-
ine multiple channel numbers n € {1,2} under different
background and loss conditions.

For this purpose the channel number n = 2 was im-
plemented using a frequency splitting setup realised with



Idler Mode Signal Mode Photon pair | Unpaired single photon | Background light | Dark count
Photon pair S o N, e Np,. Na,c
Unpaired photon o N, o N, e Np s Na,s
Background light e N. 5 e N p e Np B Na.B
Dark count Ne,a Ns.,q NB.,q B Ngg

TABLE I. Summary of all terms considered in our model and the symbols they are denoted with. Different combination of
detector events can lead to different sources of noise N and signal S. Red squares (M) mark terms proportional to the number
of the frequency bins n, yellow triangles (4) label terms constant with the number of detectors and green circles (o) mark terms

inversely proportional to n.
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FIG. 3. SNRs for different attenuations and background light levels. Plot (a) shows the estimated SNRs for different attenua-
tions/optical gains () with a fixed background level of By = 100kHz. Different levels of background rates By with a fixed optical
gain Q = 10~ are compared in plot (b). Both instances show the improvement of SNR with increasing channel numbers.

a dichroic mirror for both signal and idler photons (see
figure .

With this setup we can simulate one frequency channel
by combining all coincidences between the four detectors

()

or two frequency channels by combining only channels
that should contain coincidences constrained by energy
conservation

Ciotaln=1 = Cac + Cap + Cpc + Csp

Ciotal,n=2 = Cap + Cpc.

(6)

All coincidence rates are calculated from a LIDAR
waveform generated from a time-correlated histogram of
arrival times at the respective single photon detectors.
The time tagger used in this experiment is developed in
house at the University of Bristol with a resolution of
~ 50 ps and a maximal event rate of ~ 1 MHz [33].

Additionally, custom electronics were engineered con-
taining the current and temperature control for the pump
laser diode and temperature control for the crystal oven
stabilised at 40°C. See supplementary material for de-
tails.

B. Methods & Results

First we verify the spectral properties of the custom
poling structure of our down-conversion crystal by sepa-

rately measuring the signal and idler spectra on a single
photon spectrometer (see supplementary material) and
by using the two-channel frequency splitting setup. By
measuring the coincidence rates between all four detec-
tors we can confirm that all correlations are contained
within two of the four possible combinations of detectors
(figure [5). This then justifies disregarding coincidences
from the other two detector pairings, which arise primar-
ily from background light.

To compare cases of two and one-frequency channel
the software of our time tagger is capable of calculating
time-correlated histograms between all four detectors in
real-time. These histograms are then summed up bin by
bin, where all four histograms are considered to emulate
a one frequency channel solution and the off-diagonal
pairings represent the two-channel setup @ The result-
ing time-correlated histograms correspond to a LIDAR
waveform as can be found in conventional systems. The
peak position corresponds to the time-of-flight of the sec-
ond photon to the target and back and thus can be used
to estimate the target distance. Our time bin resolution
in the histogram is chosen to be 750 ps and corresponds
to a range resolution of &~ 10 cm. This is solely limited by
the jitter of the chosen detectors of 600 ps. Contrary to
passive, and thereby also covert, binocular/coincidence
rangefinders, this resolution is independent of the dis-
tance to the target, allowing high-precision measurments
over far greater range than the 3m demonstrated here.



FIG. 4. Complete setup as used to verify the SNR model. Light from an off-the-shelf 405nm laser diode (LD) is focused
with an aspheric lens (f) into a non-linear crystal (X) after its polarization is conditioned for the correct pump orientation for
phase-matching. After removing the pump light with a long-pass filter (F) the signal and idler photons are subsequently split
on a polarizing beam-splitter (PBS) and collected into two single-mode fibres using the doublet couplers C; and Cz. A channel
number n = 2 is implemented by using a dichroic mirror DM after coupling the locally kept photons back into free space.
Depending on their wavelength these photons are then either guided to detector A or B. The other half of the photon pair
is injected to a laser range consisting of two mirrors and a corner cube mirror (CC). Finally, the returning photon is coupled
into an identical frequency splitting setup using a dichroic mirror and detectors C and D. Attenuations can be simulated by
inserting a neutral density filter (ND) into the laser range, while back illumination of the corner cube with an LED can be used

to simulate different background rates.

FIG. 5. Coincidence rates between all four combinations of
detectors using the two channel frequency splitting setup.
The white lines show the cut-off/cut-on wavelength of the
dichroic beam splitters. Almost all coincidences recorded
are located in the off-diagonal contributions where energy
conservation holds. Any accidental coincidences stemming
from background light in the diagonal contributions are dis-
regarded.

Thus our protocol is advantageous over passive rangefind-
ing techniques, especially since it is easily adapted to bet-
ter performing low jitter super-conducting photon detec-
tors with jitter < 50 ps.

By recording 600 of these waveforms we can estimate

a distribution of signal peak heights above the noise floor
(figure[6]). These statistics are then used to calculate the
SNR in our system. Since our estimate of the SNR calcu-
lated here depends on both the mean and the variance of
the measured distributions, we are not able to directly in-
fer measurement errors from the collected data. In order
to quantify the accuracy of our measurements, we em-
ploy a fitting algorithm (Levenberg-Marquardt [34) [35])
to approximate the measured distributions with a nor-
mal distribution. We have chosen a normal distribution
in this case, instead of a Poissonian distribution, to al-
low for standard deviations that are independent of the
mean value. With this we can guarantee a fair compar-
ison between model and experiment, in which technical
noise might lead to reduced SNRs. The residual fitting
error of the mean and standard deviation is then used to
give the uncertainty of our measurement.

Figure [7] depicts a comparison between our model and
the data measured in the experiment. The absolute in-
crease of SNR is predicted with good agreement while
the absolute value deviates from the model, especially
for higher background rates. This deviation is still well
within a < 10% error margin, or even within the error
bars of our experiment. For high background rates the
deviation is explained by saturating detectors/time tag-
ging electronics.

Most importantly the advantage of using frequency
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FIG. 6. A typical measurement taken with the setup pre-
sented in figure @l The left plot shows an overlay of 600 in-
dependent time-correlated histograms each recorded over 1s
integration time and with a bin width of 750 ps for both con-
sidered frequency channel numbers n. The resulting statistics
for the signal peak and noise floor are extracted and plotted
on the right side. Our time bin resolution is chosen to be
750 ps, limited by the 600 ps jitter of the photon detectors
used.
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FIG. 7. Comparision between model and experiment for dif-
ferent background rates and an attenuation of —18.1dB. The
signal-to-noise ratio is increased for the two-channel case and
is accurately predicted by our model.

anti-correlations, which occur naturally within the SPDC
process, shows a clear advantage by enabling the re-
moval of unwanted background radiation. This is possi-
ble despite the target being illuminated with a perfectly
mixed /noisy state which is not carrying any information
in absence of its partner mode and is consequently unde-
tectable.

V. CONCLUSION & OUTLOOK

We have shown that multi-mode rangefinding can be
used to develop a covert rangefinding system operating at
light levels significantly below daylight background and
spectrally and statistically indistinguishable from that
background.

Our source exploits the energy anti-correlations be-
tween the broadband states produced in signal and idler
modes and we have constructed an SNR model equiva-
lent to classical narrowband illumination. Although we
only demonstrate a two-channel system here, our model
predicts that employing a high number of channels, such
as 10* would allow us to reach emission rates > 10'?Hz
(assuming 0.1 pairs per At &~ 1ns bin width) leading to
return loss tolerances of order 100 dB enabling rangefind-
ing of passive targets in high background. Such a source
would still retain covertness even at higher pair genera-
tion rates due to the thermal nature of the transmitted
quantum state.

In this paper we present our work on covert or quan-
tum rangefinding. Taking advantage of frequency anti-
correlations allows background noise to be removed from
the measurement, in addition to the background suppres-
sion achieved through temporal correlations of the two-
mode squeezed state, as was done in [13]. While any SNR
improving effects are purely due to classical correlations
as in any earlier demonstrated experiments, the covert-
ness of one half of the two-mode squeezed state against
thermal background light is a useful and truly quantum
resource that has thus far been overlooked by previous
work. The possibility to use maximally mixed light, in
a quantum state that carries no information (or mod-
ulation), to illuminate a target and then to reconstruct
position information using a measurement realised with a
linear detection scheme is only possible using the spectro-
temporal entanglement of the photon pair state.
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Appendix A: The Covertness Argument

Our protocol aims to replace one single spatial mode
of background radiation seen by a target with light from
a broadband SPDC source, i.e. light produced in a spec-
tral superposition of two-mode squeezers. To guarantee
perfect covertness, the probe beam needs to be indistin-
guishable from background light in any degree of free-
dom.

Here we demonstrate that the photon statistics of one
half of a two-mode squeezed state displays an identical
thermal distribution to background light with the same
mean photon number. Subsequently, we discuss the in-
fluence of an imperfect spectral overlap with the back-
ground light on the minimum error probability to detect
the probe beam among spatial background modes.

1. Covertness in Photon Number Distribution

The Hamiltonian describing the interaction between a
strong laser pump field and a non-linear crystal creating
photon pairs can be written as

Hsppe o //dws dwif(ws,wi)&i(ws)&j(wi)+
h.c., (A1)

where f(ws,w;) is the complex joint spectral amplitude of
signal and idler photons and d;[ (w;) with j € {s,i} is the
creation operator for signal and idler modes at spectral
mode w;. Once we Schmidt decompose f(ws,w;) such
that

flwswi) = rithr(ws) drlwi)

k

(A2)

we can introduce new creation operators for the Schmidt
modes and rewrite

Hsppco x Z Tk A&k Ai,k + h.c., (A3)
k
with
Ao ={/’dws¢%(wsxu<ws> (A4)
szjmmwmm» (A5)

See for example [30].

We can now identify the solution of the Schrodinger
equation for each Schmidt mode in the Hamiltoninan
1} as a two-mode squeezer Sy with

$2(6) = exp (€ A As + €ATAT)  (A6)
and complex squeezing parameter £ = re*? where we are
dropping the index k for brevity.

Now following Gerry and Knight [36] we can calculate
the two-mode squeezed state in Fock basis by solving the
eigenvalue problem

A,10,0) =0 (A7)
which can be rewritten as
S(€) A, 85(€) 85(¢) 10,0) = 0, (A8)

where we multiply S5(¢) from the left and use

53(€) 95(€) = 1. Using a result from the Baker-Hausdorf
lemma we can write
S5(€) Ay SI(¢) = A, coshr + €% Al sinhr  (A9)

and with g = coshr and v = € sinhr the eigenvalue
problem becomes

(nA. +vAl)je) =0, (A10)

where |€) = S5(€) |0,0) denotes the two-mode squeezed
vacuum state as it is produced by SPDC.
Choosing the ansatz for |£) in Fock representation as

) =3 Cm [n,m) (A11)

and inserting into (A10) we find

Z Chnom [u\/ﬁ [n—1,m) + vvm+1 |n,m+1>]

n,m

= 0. (A12)

with solution

On.m = C(0,0 <_V) 5n,m
I

= Copo (—=1)" ™% (tanhr)" |n,n). (A13)

From normalisation we get Cpo = (cosh r)fl and can
write the two mode squeezed state as
1 )
&) = —— > (=)™ €O (tanhr)" [n,n) . (Al4)

From this we can immediately find the mean photon
number in our signal mode (i) = (Al A,) = sinh?r.
Furthermore we can calculate the reduced density ma-
trix of our signal mode which is the only mode available
to any object illuminated with our SPDC source

o = T [0) (€]
= LY e )l (A1)

cosh? r

Finally calculating the photon number distribution in
our signal mode we find

{fs)"

(S): nipsn) = ———— 37>

(A16)



which corresponds to a thermal distribution with mean
photon number (7).

The fact that one single mode of a two mode squeezed
state shows this behaviour guarantees the photon number
distribution is correctly matched against other thermal
sources which includes all typical sources of background
light such as the sun. In contrast, it is easy to see that
a laser, exhibiting a Poisson distribution in photon num-
ber, conventionally used to illuminate targets in LIDAR
systems can never be covert, because a Poissonian pho-
ton number distribution will always differ from a thermal
distribution even if the mean photon number is matched.

2. Spectral Covertness

Besides the photon statistics, one could also envis-
age exploiting a mismatched spectral density to reveal
the probe beam of our rangefinder. Of course if the
rangefinder emits light that does not perfectly match the
surroundings spectrally, there will always be a chance for
the target to detect this. While in principle we can use
spectral engineering of quasi-phase-matched crystals to
perfectly emulate the same spectrum as the background
around the rangefinder, it is challenging to produce and
collect the broadband photons needed to emulate true
thermal background.

Yet, we can quantify the probability for the target
to detect the rangefinder after IV photons as a function
of the spectral overlap between rangefinder and back-
ground. The minimum error probability of discerning
N copies of a background state p, from N copies of the
probe state ps is given by

1 1, . .
P = 5 (1= 0™ - 921 ).

where [|p||t, = Tr (v/p*p) is the trace norm [32]. The
trace norm is closely related to the fidelity F' through

F(po. 1) = |1/ hov/p1l| s
-1 (|(Vava) Viwa) e

and maintains the inequality

(A7)

I 1, . —
1—F(po, p1) < §|Ip07p1||Tr < V1= F(po,p1)?. (A19)

Because p, and p, are mixed states with spectral den-
sity f(w) and g(w), respectively, we can write them as

mz/mﬂMMWI
mszmwwww

Furthermore, the fidelity between the two states becomes

Hmm=/MWWMM:Q

(A20)

(A21)

(A22)
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FIG. 8. Bounds on the minimal error probability for dis-
tinguishing between background and rangefinder for spectral
overlap O. The error probability decreases quickly with the
number of photons sent towards the target IV, raising the need
for well engineered spectral properties of the down-conversion
source.

with spectral overlap O and the fidelity between N copies
of those states yields

F(p3™, py™) = O.

Substituting equation (A23]) into equation (A17)) and us-
ing (A19) we find the following inequality for the mini-
mum error probability

% (1 —V1- 02N) < P.(N) < %()N.

This gives an upper and lower bound for the minimum
probability that the target is wrongly discerning the
rangefinder from background. We can plot this probabil-
ity against the number of photons sent towards the target
for different spectral overlaps O (ﬁgure. If no photons
have been sent out (N = 0) the best probability the tar-
get has is P.(0) = 0.5, i.e. it can only guess whether
the spatial mode it is investigating is background light
or our rangefinder. However its chances improve rapidly
with the number of incident photons, with high proba-
bility to distinguish the two states even at N = 5000 and
a spectral overlap of 99.9%.

However, saturating this ideal mathematical bound
would require the target to have access to a full quan-
tum optics lab, including quantum memory, in order to
perform a collective measurement on all photons received
from the mode it is investigating. Realistic targets with-
out ideal measurement resources will perform consider-
ably worse, so that the results shown here should be re-
garded as the provably secure limits within which covert-
ness is guaranteed by the laws of nature. The discrep-
ancy between the potential information gained in a the-
oretically optimal quantum measurement and the capa-
bilities of an adversary with presently feasible detection
capabilities still allows significant scope for practical im-
plementations of covert rangefinding, which are secure
within the limits of current technology. Additionally,
while spectrally engineering down-conversion to match

(A23)

(A24)



the background might be difficult in certain situations,
it is also possible to mix in spectral modes from the
true background (not occupied by the down-conversion
source), to again achieve a perfect spectral overlap be-
tween rangefinder and background and thereby perfect
and provable covertness.

Appendix B: Signal and Noise Terms

In equation we define our SNR model and sum-
marise all occurring noise terms in different categories
in table [} In this section we give the exact formulas for
every single noise term.

1. Signal

The signal term S in our model consists of photon pairs
detected in one time bin after integration time 7.

S =cQ- T, (B1)
with photon pair rate ¢, and optical loss (gain @ < 1).
Meaning that photons sent towards the target get lost
with probability @. This reduces the detected coinci-
dence rate to cp @ leaving S photon pair events after
integration time 7.

2. Proportional Terms

Table [[] lists only one term that is proportional to the
number of detector pairs/frequency bins used in our pro-
tocol. Accidental coincidences caused by the detection of
dark counts within a bin width At are the only contrib-
utors to this noise term. Hence,

Nag = 5 AtT, (B2)
where ¢4 is the dark count rate of the detectors. Note
how the term is dependant on the bin width At since,
like all other noise terms, dark counts are a random pro-
cess. Consequently they have a finite probability to co-
incide within this bin width. Photon pairs in the signal
term S are not dependant on this bin width (as long as
the detector jitter is low enough), since they will always
coincide. Accidental coincidences between dark counts
are proportional to the number of detectors since every
detector introduces the same dark count rate to the sys-
tem.

3. Constant Terms

We identified six terms in total that contribute a con-
stant amount of noise to our system, independently of
the frequency bin number n. These terms are caused by
event combinations where one detector click is caused by

10

a dark count event. For example, the combination of a
single photon of a detected photon pair in the idler mode
and a dark count in the signal mode occurs

Cd~cl~AtT,
n

in a single frequency bin and

Nd,c :Cd-QCp-AtT (B?))
in n frequency bins.

No physical implementation of a photon pair source
will ever reach a unity heralding efficiency n < 1. Hence,
every photon pair source will also produce photons who’s
partner was lost between the photon creation and the
detection. These terms are then, similar like background
light from the surrounding, contributing to the noise as

Ngs=cq-Qcs-AtT. (B4)
with unpaired photon rate c¢s defined at the pair source
by the heralding efficiency 1 = .

ptes

Lastly combinations between background light from

the environment an dark counts can occur

Nd,B = Cd'BOA)\‘AtT (B5)
times, where By is the backgrounds spectral density in
Hznm™! and AX denotes the combined spectral band-
width of all frequency bins.

Of course these terms also exist for the case where a
dark count event was registers in the idler mode. How-
ever, the magnitudes of the different terms vary greatly.
This is mostly so because it is much less likely to detect a
photon from the source (either paired or unpaired) after
it has travelled to the target. On the other hand back-
ground light is typically much higher on the target facing
detectors.

4. Inversely Proportional Terms

Quantum rangefinding can reduce the typically high
background rates associated with broadband single pho-
ton detection by only correlating frequency bins that are
constraint under energy conservation. Events between
detectors violating this condition can not have been pro-
duced in the down-conversion process and can hence be
omitted. While this mechanic greatly helps with remov-
ing environmental background it is also beneficial to-
wards other events emerging from imperfect implemen-
tations.

The terms most relevant to the advantage gained by
omitting non energy constraint correlations include the
typically high environmental background in the idler
mode.

Nc,B = Cp-BO AN AtT (BG)



denotes contributions from photon pairs in the signal
mode and background light in its partner mode.

Nop = cs- BoAXN-AtT (B7)
and
NB,B ~ 0 (BS)

account for noise consisting of combinations between en-
vironmental background and unpaired photons and back-
ground in the signal mode, respectively. Where, again
Np.p can be neglected since background from the down-
conversion source is typically low. For the same reason

]\/YB’S = NB,c ~ 0. (Bg)

Quantum rangefinding also helps to reduce noise
emerging due to a non-unity heralding efficiency n < 1 .

Nes = ¢p-Qes - AT, (B10)
Noe = cs-Qcp- AT, (B11)

and
Nos = Qc2-ALT (B12)

account for accidental coincidences between photon pairs
and unpaired photons, unpaired photons and photon
pairs as well as unpaired photons in both modes. The
inversely proportional relation of these terms can be eas-
ily seen. For example in N,s, ¢, is the rate of un-
paired photons in the source. Consequently, <= unpaired
photon rate remains per frequency bin and yields for
each detector pair constraint under energy conservation

Q (%)2 - AtT events, introducing n photon pairs leaves

n-Q (%)2-AtT _ %N&s. (B13)

Appendix C: Electronics and Temperature
Stabilisation

To control the pump laser diode temperature and cur-
rent as well as the temperature of the down-conversion
crystal, we employed custom build electronics integrated
in a small form factor of (160 x 220 x 52) mm®. These
electronics were capable of stabilising the crystal tem-
perature to +0.1°C as shown in figure [0} Stabilisa-
tion of both, the down-conversion crystal and the laser
diode, are necessary to avoid spectral drifts in the down-
converted photons and to guarantee consistent energy
correlations between different frequency bins.
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FIG. 9. Temperature curve of the crystal oven. The setpoint
is reached within 5min and is stable to 0.1°C. The heating
slope ~ 13.5°Cmin~*.
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FIG. 10. Results of the signal and idler spectra, showing
broadband phase-matching. The filled plots describe the cal-
culations using our software. The solid lines are the data
measured with the single-photon spectrometer.

Appendix D: Signal & Idler Spectra

To verify the broadband spectral properties of the
down-converted signal and idler beams, they were mea-
sured independently from each other on a single pho-
ton resolving spectrometer. Both spectra are shown in
figure The solid backdrops show the calculations
performed with our software while the lines in the fore-
ground show the measured spectral density. Originally
both spectra were designed to be identical. However, a
mismatch between the laser diode wavelength and the
pump wavelength the phase-matching was designed for
causes a red and blue shift for signal and idler photons,
respectively.
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